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p a3 = i & popular <53 wireless Internet access technologies:

(1)Wireless LAN
In a wireless LAN, wireless users transmit/receive packets to/from a base station
(wireless access point) within a radius of few tens of meters. The base station is
typically connected to the wired Internet and thus serves to connect wireless

users to the wired network.

(2)Wide-area wireless access network
In these systems, packets are transmitted over the same wireless infrastructure
used for cellular telephony, with the base station thus being managed by a
telecommunications provider. This provides wireless access to users within a
radius of tens of kilometers of the base station.

Dial up modems: up to 56 Kbps, bandwidth is dedicated:;

ADSL.: downstream channel is .5-8 Mbps, upstream channel is up to 1 Mbps,
bandwidth is dedicated;

HFC: downstream channel is 10-30 Mbps and upstream channel is usually less
than a few Mbps, bandwidth is shared.
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18. a) 500 kbps
b) 64 seconds
) 100kbps; 320 seconds



HW?2 Solution

Review Questions
22.
Routers process layers 1 through 3. (7 < Router » ¢ % iT Layer4)
Link layer switches process layers 1 through 2.
Hosts process all five layers.
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Problems
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Messages from ATM machine to Server

Msg purpose

HELO <userid> Let server know that there is a card in the ATM machine

ATM card transmits user ID to Server
PASSWD <passwd> User enters PIN, which is sent to server
BALANCE User requests balance
WITHDRAWL <amount>  User asks to withdraw money
BYE user all done

Messages from Server to ATM machine (display)

Msg purpose

PASSWD Ask user for PIN (password)

OK last requested operation (PASSWD, WITHDRAWL) OK

ERR last requested operation (PASSWD, WITHDRAWL) in
ERROR

AMOUNT <amt> sent in response to BALANCE request

BYE user done, display welcome screen at ATM
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client
HELO (userid)

server

(check if valid userid)

S ask PASSWD
PASSWD <passwd> ~ -———-——-———————- (check password)
L mmm e OK (password is OK)
BALANCE ~  mmmmmmmmmm o
S AMOUNT <amt>
WITHDRAWL <amt> -—————————————- check if enough $ to cover withdrawal
S oK
ATM dispenses $
BYE e
O BYE
IR P
client server
HELO (userid) = - (check if valid userid)
O PASSWD
PASSWD <passwd> = —————————————- (check password)
Commmm OK (password is OK)
BALANCE ~  mmmmm o
L AMOUNT <amt>
WITHDRAWL <amt> —————————————— check if enough $ to cover withdrawal
Commmm ERR (not enough funds)

error msg displayed

no $ given out

BYE =0 e >

BYE
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a) There are Q nodes (the source host and the N —1 routers). Let d? _denote the

proc

processing delay at the qth node. Let R? be the transmission rate of the qth link
and let

di =L/R% Let d?_ be the propagation delay across the qth link.

trans prop

Then
— q q
end —to—end [d proc + dtrans + d prop]

(é’z@’}ﬁiéfi ’ ’fg}—% A )’ér node % 1._7‘ Ff'ﬂilﬁ)

b) Let dg.,. denote the average queueing delay at node q.
Then

end —to—end — [d proc + dt?’ans + d grop + dgueue]
15

The command:
traceroute -q 20 <Host address>
BB RREL 4 R
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The arriving packet must first wait for the link to transmit 3,500 bytes or 28,000 bits.
Since these bits are transmitted at 1 Mbps, the queuing delay is 28 msec.
(Hidb2k F57i €7 8F4L)

Generally, the queuing delay is [nL + (L - X)]/R. (= £ i* &4 77 %)
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a) 150 msec

b) 1,500,000 bits

c) 600,000,000 bits

(B E2kEER7 iy BF4)
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The Web: HTTP;

file transfer: FTP;
remote login: Telnet;
Network News: NNTP;
e-mail: SMTP.

P e Lmq.\\} B \}i& » rrliE 3 UDP A 2 #_TCP -

TR EH TCP ek & 304 j’rs H_%] 5 4 g ¥l tranction T 4 & 3% A% reliable>
dodk d hfEfEe B r » 32§ &3] UDP v it SR F ¢ do— Rk
UAS -]

UDP + frif-i e ] 23> UDP 7§ & i TCP — 4% 2% = TCP connection >
UDP ¢ Z & & transaction request 7] UDP socket > server 4z ¥ ﬁ} ¢ reply -
REE- B RTTeps > 4p & 3+ TCP F &2 = connection #7124 § iff 42
B RTT epF i o

AL A P SSL aR- JREG R o R BHG B SSL A4
application + % i¥ - ¥ # » 4% application developer 2 & i * SSL » #
B & #- SSL £ code & i application # -

T4t protocol & 1‘\1* &t reliables i @y hFALE Z i syt B A
I FEENPE B h R T #iE 78 TCP 3 i 7 iz chservice m UDP 4ril § o

Headeri.}m' T e A e o

Mail server 32 Web Server E_# 12 5 #p Fe 52 host name <7 - Type = MX ﬁk
H_* % #- mail server vhost name 2 % |P address # 42 &k -

3 — [ centralized component > § § login, index i&tk«h1 % > Eﬁ;j}“g‘
client §2 server 3¢ 1 -

1:/% b itena (w0 0 R S @ﬁ]ﬁ,% , ?;’K?J‘!_ﬁ_;fg«frjw P2P 1= 1 5 4p
B iR - B P2P AR

i Rk & client server o P2P 3¢ 4§ i £ -



23. i¢ 1t b i skype 78+ L T -
a) User location
b) NAT traversal
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Review Questions
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a) File Distribution

b) Instant Messaging

¢) Video Streaming

d) Distributed Computing
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a) persistent connection (the Connection: keep-alive)
b) gaia.cs.umass.edu/cs453/index.html

c) HTTP version 1.1

d) %2p Lo i 8 & “FI 41 IP address £
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a) The time to transmit an object of size L over a link or rate R is L/R.
A= (900,000 bits)/(15,000,000 bits/sec) = 0.06 sec
Traffic intensity = (15 requests/sec)(0.06 msec/request) = 0.9
Average access delay % (0.06 sec)/(1 - 0.9) = 0.6 seconds.
The total average response time % 3% 0.6 sec + 2 sec = 2.6 sec.

b) The traffic intensity on the access link is reduced by 40% .
The average access delay is (.06 sec)/[1 — (0.6)(0.9)] =0 .12 seconds.
The response time is approximately zero if the request is satisfied by the cache
(which happens with probability0.4)
The average response time is 0.12 sec + 2 sec = 2.12 sec for cache misses
(which happens 60% of the time)
So the average response time is (0.4)(0 sec) + (0.6)(2.12 sec) = 1.272 seconds.
8
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a) For a given input of domain name (such as ccn.com), IP address or network
administrator name, whois database can be used to locate the corresponding

registrar, whois server, DNS server, and so on.

b) NS4.YAHOO.COM from www.register.com; NS1.MSFT.NET from
ww.register.com



c) Local Domain: www.mindspring.com
Web servers : www.mindspring.com
207.69.189.21, 207.69.189.22,
207.69.189.23, 207.69.189.24,
207.69.189.25, 207.69.189.26, 207.69.189.27,
207.69.189.28
Mail Servers : mx1.mindspring.com (207.69.189.217)
mx2.mindspring.com (207.69.189.218)
mx3.mindspring.com (207.69.189.219)
mx4.mindspring.com (207.69.189.220)
Name Servers: itchy.earthlink.net (207.69.188.196)
scratchy.earthlink.net (207.69.188.197)

www.yahoo.com
Web Servers: www.yahoo.com (216.109.112.135, 66.94.234.13)
Mail Servers: a.mx.mail.yahoo.com (209.191.118.103)
b.mx.mail.yahoo.com (66.196.97.250)
c.mx.mail.yahoo.com (68.142.237.182, 216.39.53.3)
d.mx.mail.yahoo.com (216.39.53.2)
e.mx.mail.yahoo.com (216.39.53.1)
f.mx.mail.yahoo.com (209.191.88.247, 68.142.202.247)
g.mx.mail.yahoo.com (209.191.88.239, 206.190.53.191)
Name Servers: nsl.yahoo.com (66.218.71.63)
ns2.yahoo.com (68.142.255.16)
ns3.yahoo.com (217.12.4.104)
ns4.yahoo.com (68.142.196.63)
ns5.yahoo.com (216.109.116.17)
ns8.yahoo.com (202.165.104.22)
ns9.yahoo.com (202.160.176.146)

www.hotmail.com
Web Servers: www.hotmail.com (64.4.33.7, 64.4.32.7)

Mail Servers: mx1.hotmail.com (65.54.245.8, 65.54.244.8, 65.54.244.136)
mx2.hotmail.com (65.54.244.40, 65.54.244.168, 65.54.245.40)
mx3.hotmail.com (65.54.244.72, 65.54.244.200, 65.54.245.72)
mx4.hotmail.com (65.54.244.232, 65.54.245.104, 65.54.244.104)



Name Servers: nsl.msft.net (207.68.160.190)
ns2.msft.net (65.54.240.126)
ns3.msft.net (213.199.161.77)
ns4.msft.net (207.46.66.126)
ns5.msft.net (65.55.238.126)

d) The yahoo web server has multiple IP addresses
www.yahoo.com (216.109.112.135, 66.94.234.13)

e) The address range for Polytechnic University: 128.238.0.0 — 128.238.255.255

f) An attacker can use the whois database and nslookup tool to determine the IP
address ranges, DNS server addresses, etc., for the target institution.

g) By analyzing the source address of attack packets, the victim can use whois to
obtain information about domain from which the attack is coming and possibly
inform the administrators of the origin domain.

Discussion
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